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Abstract

Modern build pipelines rely on package managers and dependency resolvers to assem-
ble large graphs of third-party components automatically. The internal algorithms these
resolvers use, how they traverse the dependency graph and how they arbitrate between
conflicting versions of the same artifact, are usually treated as implementation details,
invisible to the developer and largely unexamined by the research literature. Yet these
choices directly determine which bytes end up in a shipped artifact and, more importantly,
which version of a dependency wins when a build pipeline is targeted by a supply-chain
attack. This dissertation surveys the state of the art surrounding three adjacent research
threads: build reproducibility, dependency-resolution algorithms, and software supply-
chain security. We synthesize the literature on reproducible builds, on version-resolution
semantics and dependency-confusion attacks, and on supply-chain integrity frameworks,
and we identify a specific gap that connects them: resolver diversity, deliberately building
the same source tree under multiple resolver configurations and comparing the outputs,
is a natural, underexplored primitive for both measuring reproducibility and detecting
tampering. No existing study empirically measures how often real resolver configurations
actually diverge, or whether that divergence translates into a genuine security signal. This

gap motivates the empirical study developed in the companion engineering dissertation.

Keywords: build reproducibility, dependency resolution, software supply chain se-
curity, Maven, SBOM, SLSA.



Résumé

Les pipelines de construction logicielle modernes reposent sur des gestionnaires de pa-
quets et des résolveurs de dépendances pour assembler automatiquement de vastes graphes
de composants tiers. Les algorithmes internes utilisés par ces résolveurs, la maniere dont
ils parcourent le graphe de dépendances et arbitrent les conflits de version, sont générale-
ment considérés comme des détails d’implémentation, invisibles pour le développeur et
peu étudiés par la littérature de recherche. Pourtant, ces choix déterminent directement
les octets qui composent un artefact livré et, plus important encore, quelle version d'une
dépendance ’emporte lorsqu’un pipeline de construction est la cible d’une attaque de la
chaine d’approvisionnement. Ce mémoire dresse 1’état de I'art de trois axes de recherche
connexes : la reproductibilité des constructions logicielles, les algorithmes de résolution
de dépendances, et la sécurité de la chaine d’approvisionnement logicielle. Nous synthéti-
sons la littérature sur les constructions reproductibles, sur la sémantique de résolution de
versions et les attaques par confusion de dépendances, ainsi que sur les cadres d’intégrité
de la chaine d’approvisionnement, et nous identifions une lacune précise : la diversité
des résolveurs constitue un levier naturel et peu exploré pour mesurer la reproductibilité
et détecter une falsification, mais aucune étude existante ne mesure empiriquement la
fréquence a laquelle des configurations de résolveur réelles divergent. Cette lacune motive

I’étude empirique développée dans le mémoire d’ingénieur associé.

Mots-clés : reproductibilité des constructions, résolution de dépendances, sécurité

de la chaine d’approvisionnement logicielle, Maven, SBOM, SLSA.
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General Introduction

Background

Modern software engineering relies predominantly on automated composition, wherein
developers integrate extensive graphs of third-party dependencies. A typical Java service
built with Apache Maven declares a handful of direct dependencies in its project descrip-
tor, and the build tool silently expands that handful into a graph of tens or hundreds of
transitive dependencies, resolves version conflicts between them, downloads the winning
artifacts, and links them into a final executable. This resolution step is almost entirely
invisible to the developer: it happens automatically, in milliseconds, according to rules
that most engineers have never read and that most build tools do not even expose as
configurable. Yet the outcome of that resolution — which exact version of which exact
artifact ends up on the classpath — is one of the most consequential and least scrutinized
decisions in the entire software supply chain. A single popular library, transitively de-
pended upon by thousands of downstream projects, can propagate a compromise to all
of them the moment any of those projects’ resolvers picks up its poisoned release; which
resolver configuration each of those projects happens to run therefore matters far beyond

the individual build it governs.
Two properties of dependency resolution motivate this dissertation.

Reproducibility. If the same source tree is built twice, do the two builds produce
the same output? This question has occupied the Reproducible Builds community for over
a decade, largely in the context of eliminating incidental non-determinism (timestamps,
file ordering, locale-dependent output). Far less attention has been paid to a narrower but
sharper version of the question: if the same source tree is built twice under two different,
individually well-defined resolver configurations, does it produce the same output? Maven
Resolver 2.x, bundled with Maven 4, is the first resolver generation to expose its internal
dependency-collection algorithm and version-conflict-selection strategy as configuration

properties rather than hard-coded behavior. This creates, for the first time on a widely
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deployed build platform, an opportunity to measure resolver-induced non-determinism
directly and at scale — an opportunity this dissertation’s companion engineering study

is, to our knowledge, the first to take.

Security. Modern supply-chain attacks increasingly target the dependency-resolution
step itself rather than the human developer: dependency confusion attacks register a ma-
licious package at a coordinate the resolver is likely to prefer; compromised-maintainer
attacks push a malicious release of an already-trusted package, relying on downstream
resolvers to pick it up automatically and silently. In both cases, the attacker’s leverage
is entirely mediated by the resolver’s own conflict-resolution logic — whether it prefers
the nearest declaration in the dependency graph or the numerically highest version, and
in what order it visits graph nodes while collecting candidates. If two legitimate resolver
configurations can be shown to disagree on which version wins a given conflict, that same
disagreement is, in principle, a detection signal: an attacker’s forged high version number
should not survive a nearest-wins resolution the way it survives a highest-wins one. Real,
well-documented incidents — the 2018 compromise of the event-stream npm package,
the 2021 va-parser-js compromise, and the 2024 xz-utils backdoor — establish that
a compromised, previously-trusted maintainer or publishing pipeline is a realistic threat
model, not merely a theoretical one, which is the threat model the empirical study’s

security experiment adopts directly.

Problem Statement

This dissertation is a state-of-the-art survey that situates an emerging empirical re-
search question within the existing literature. A separate engineering dissertation studies
the phenomenon experimentally; the present volume focuses on the evidence, concepts,

and gaps established by prior research. We ask three questions:

« RQ1 (Reproducibility). What does the reproducible-builds literature already
know about non-determinism in dependency resolution specifically, as opposed to

compiler or packaging non-determinism more generally?

« RQ2 (Resolution semantics). How has prior work characterized the algorithms
package managers use to resolve version conflicts, and what security consequences

has that work already attributed to different resolution strategies?

« RQ3 (Supply-chain security). What do existing supply-chain integrity frame-
works (SBOMs, SLSA, provenance attestation) assume about build reproducibility,

and where do those assumptions leave a gap that resolver diversity could fill?
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Contributions

This dissertation’s contribution is a systematic survey answering these three questions
and synthesizing them into a single, coherent gap, rather than an empirical measurement,

which is the companion dissertation’s contribution. Concretely, we:

o Situate Maven Resolver 2.x’s newly-configurable behavior within the broader design
space of how package ecosystems handle dependency conflicts, showing it is one

deliberate design point among several, not an idiosyncratic implementation detail.

o Survey and synthesize four separately mature research threads — reproducibility,
resolution semantics, supply-chain integrity, and build-configuration maintenance
— and show, for the first time to our knowledge, that none of them individually

addresses resolver-configuration diversity as a variable.

o Identify the diversity-verification principle (N-version programming, Diverse Double-
Compiling) as the missing theoretical link between these threads and the empirical

study’s methodology.

» Trace, at the level of exact source-code locations in Maven Resolver and Maven Core,
the documented implementation path by which one of Resolver 2.x’s three config-
urable properties is discarded before it reaches a real build, thereby distinguishing

documented configuration from effective build behavior.

o Offer concrete recommendations for how supply-chain integrity frameworks could

evolve to account for resolver-configuration diversity.

Dissertation Structure

This dissertation is organized into three chapters. Chapter 1: Background in-
troduces the necessary background: how modern build systems and package managers
structure dependency resolution across several ecosystems, how Maven Resolver specifi-
cally implements it and where its documented configuration surface diverges from what a
real build actually consults, and the anatomy of a software supply-chain attack. Chapter
2: State of the Art surveys the state of the art across the four research threads iden-
tified above and synthesizes their systemic limitations, closing with a short vision of how
the field could evolve if that gap is closed. Chapter 3: Discussion and Critical Per-
spective offers a critical discussion of the trade-offs this body of work exposes — depth
of analysis versus practical adoption, industrial versus academic tooling — and positions

the empirical study against the identified gap, closing with concrete recommendations
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for framework maintainers. The General Conclusion summarizes our findings and hands
off to the engineering dissertation, where the study itself is designed, implemented, and

evaluated.



Chapter 1

Background

1.1 Introduction

This chapter introduces the concepts the rest of the dissertation builds on. Sec-
tion describes, at a general level, how modern build systems resolve dependencies,
and compares how several widely used package ecosystems approach the same prob-
lem differently. Section narrows the discussion to Apache Maven and its resolver
library, Maven Resolver (formerly “Aether”), whose configurable behavior is the object
of the empirical study developed in the companion engineering dissertation. Section
places dependency resolution within Maven’s broader build lifecycle, since several of the
study’s later findings depend on distinguishing what that lifecycle actually consults from
what a configuration property merely claims to control. Section introduces the soft-
ware supply-chain security vocabulary — attack surface, provenance, attestation — used

throughout the rest of the dissertation.

1.2 Software Build Systems and Dependency Reso-

lution

A build system’s job is to turn a declared set of dependencies into a concrete, ordered
classpath (or, more generally, a concrete set of linked artifacts). This involves three
logically distinct steps, illustrated in Figure , which different tools sometimes fuse
together:

1. Collection. Starting from the project’s direct dependencies, the tool recursively
discovers transitive dependencies by reading each dependency’s own manifest, pro-

ducing a dependency graph (not a tree, in general, since the same coordinate can
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be reached via multiple paths, at different depths, through different intermediate

dependencies).

2. Conflict resolution. When two paths in the graph reach the same coordinate (the
same group and artifact identifier, in Maven’s terminology) at different versions, the
tool must pick exactly one winning version — otherwise two incompatible copies of
the same class could end up on the classpath simultaneously, a situation most JVM

classloaders handle poorly and silently.

3. Flattening / linking. The resolved graph is turned into an ordered, flat list of
artifacts (a classpath), which is what the compiler, test runner, or packager actually

consumes.

Maven Resolver's three logical steps and their Resolver-2.x configuration properties

Collection

Recursively discover
the dependency graph
from each project's
manifest

Conflict Resolution

Pick exactly one
winning version per
coordinate reached via
multiple paths

Flattening

Turn the resolved
graph into the ordered
classpath the compiler

actually uses

aether. dependencyCollector. impl
(df / bf)

aether. conflictResolver.
versionSelector. selectionStrategy
(nearest / highest)

aether. system. dependencyVisitor
(preOrder / postOrder / levelOrder)

Figure 1.1: Maven Resolver’s three logical steps, and the Resolver-2.x configuration property
governing each. Only the middle step, conflict resolution, is shown by the companion engineering
dissertation’s evaluation to have any effect on final build output; the other two are documented,
correctly-implemented properties that either affect only build time (collection) or are computed
correctly but never reach the build lifecycle (flattening), as Section E discusses in detail below.

Collection necessarily happens before conflict resolution: deciding a “winner” pre-
supposes there is more than one candidate to choose between, and the set of candidates
is exactly what collection discovers. Collection therefore always visits every reachable
version of every coordinate in the graph, including versions that conflict resolution will
later discard; the traversal order used to visit them governs only how much repeated
work is done in a graph with shared sub-trees, not which candidates exist or which one
ultimately wins. Flattening runs last, after a winner is picked for every coordinate, and
its only remaining job is ordering: given a graph that already has exactly one version per

coordinate, in what order do those artifacts appear on the classpath.
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1.2.1 A Worked Example

Figure illustrates the shape of graph that makes step 2 non-trivial: a real project
(exec-maven-plugin, discussed at length in the companion engineering dissertation)
whose dependency graph reaches the coordinate commons-io:commons-io through two
separate paths, at the same depth, declaring two different versions (2.2 and 2.5). Noth-
ing in the project’s own declared dependencies is wrong or contradictory; the conflict
arises purely because two unrelated transitive dependencies each happen to depend on
the same shared library at different versions, which is common in any sufficiently large
real-world project. Which version the build actually uses is decided entirely by the re-

solver’s conflict-resolution strategy.

Diamond conflict in Maven dependency resolution

‘ exec-maven-plugin J

T

‘ maven-shared-utils:3.2.1 ’

{ maven-plugin-testing-harness:3.3

declak )/declares 2.5

k commons-io:commons-io ’

Same coordinate reached through two paths at the same graph depth

Nearest-wins - 2.2 Highest-wins - 2.5

Figure 1.2: A real diamond-conflict shape (exec-maven-plugin): two independent paths
reach the same coordinate at different versions, at the same depth. Nearest-wins and highest-
wins resolution genuinely disagree on this graph.

1.2.2 How Different Ecosystems Resolve This

Package ecosystems differ substantially in how they implement conflict resolution, and
the differences are informative because they show that Maven’s choice — insist on exactly
one winning version, chosen by a specific, nameable algorithm — is a design decision, not

the only possible one. Table ll:ll summarizes five widely used ecosystems.

Maven’s insistence on a single, deterministic winner is precisely what makes its
conflict-resolution algorithm — and the fact that Maven 4 makes that algorithm con-
figurable rather than fixed — interesting to study: unlike npm’s coexistence model, a

change in Maven’s algorithm can change which one version of a library every part of the

7
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Table 1.1:

Dependency-conflict handling across package ecosystems.

Ecosystem

Conflict strategy

Consequence

npm / Yarn
(Node.js)

pip  (Python,
pre-2020)

pip  (Python,
2020+ resolver)

Cargo (Rust)

Maven (Java)

Nested
multiple versions of the

same package coexist on
disk.

node_modules:

No real conflict detection:
the last-installed version
of a conflicting package
silently wins.
Backtracking SAT-like re-
solver: attempts to find
a single consistent as-
signment across all con-
straints, failing loudly if
none exists.

Permits multiple major
versions of the same crate
to coexist; only unifies
identical versions.

Exactly one version per

coordinate, chosen by
a conflict-resolution al-
gorithm applied to the

whole build.

Avoids the conflict entirely at in-
stall time, at the cost of disk
space and, historically, a dis-
tinct attack surface (dependency
confusion exploits exactly this
permissiveness combined with
resolution-order assumptions).

Conflicts fail silently; diagnosed
only at import/runtime, if at all.

Conflicts are detected but the
resolution algorithm itself is not
user-configurable.

Sidesteps most conflicts by de-
sign, relying on Rust’s type sys-
tem to keep incompatible ver-
sions from interacting unsafely.
Maximizes predictability of the
final classpath, at the cost of
making the resolution algorithm
itself a consequential, previously-
fixed decision and, since
Maven 4, a configurable one.
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build sees, which is a strictly stronger and more security-relevant kind of change than any-
thing a coexistence-based ecosystem can express. It is also worth noting explicitly that
Maven’s single-winner arbitration is not the only alternative to coexistence: pip’s post-
2020 resolver and Dart’s pub instead formulate resolution as a full satisfiability problem,
searching the space of all mutually consistent version assignments rather than picking one
winner per coordinate greedily [4]. That richer design space is out of scope for the empir-
ical study, which studies Maven Resolver’s actual, deployed single-winner behavior, but
it is worth noting that the two-strategy space (nearest versus highest) this dissertation’s
companion study explores is itself a narrow slice of how dependency resolution could in

principle be designed.

1.3 Maven and Maven Resolver

Maven Resolver is the dependency-resolution engine used by Apache Maven (and by
other tools, such as certain IDEs and Eclipse Tycho) [64]. Two resolver generations are

relevant here.

1.3.1 Resolver 1.x (Maven 3.9.x)

Resolver 1.x implements a single hard-coded conflict-resolution strategy, informally
known as nearest-wins: among several candidate versions of the same coordinate, the one
declared closest to the root of the dependency graph wins; ties at equal depth are broken
by declaration order (the first-declared candidate, in document order, wins). Neither
this strategy nor the graph-traversal order used to collect candidates is exposed as a

configuration property — both are internal implementation details of the resolver library.

1.3.2 Resolver 2.x (Maven 4)

Resolver 2.x restructures this logic behind three separate, independently configurable

properties, summarized in Table @

Two subtleties matter for the rest of this dissertation, both established empirically

rather than merely documented, in the companion engineering dissertation.

A direct declaration always wins. A dependency the current project declares
directly always wins outright, regardless of the configured selection strategy — conflict
resolution only arbitrates between candidates that are both transitive. This has a direct
methodological consequence: an experiment intending to compare nearest-wins against

highest-wins must ensure the conflicting coordinate is reached transitively through both
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Table 1.2: Maven Resolver 2.x’s three configurable dimensions.

Property Values What it controls

aether.dependencyCollectifr (depth-first), bf The order in which the raw
impl (breadth-first) dependency graph is traversed
while collecting candidate ver-
sions, before any conflict is re-

solved.
aether.conflictResolver nearest, highest =~ Which candidate wins a ver-
versionSelector. sion conflict:  the classic
selectionStrategy nearest-declaration behavior,

or the numerically greatest
version regardless of depth.

aether.system. preOrder, The order in which an
dependencyVisitor postOrder, already-resolved  graph is
levelOrder flattened into a list, for callers

that invoke a specific low-
level resolver API directly.

candidate paths, never declared directly by the project under test, or the two strategies

will trivially agree regardless of which is configured.

Not every documented property reaches a real build. The third property,
aether.system.dependencyVisitor, is a genuine, correctly-implemented configuration
property — Maven Resolver’s own DefaultRepositorySystem.resolveDependencies ()
does read it, and does apply the corresponding traversal, and Maven Core’s own DefaultProjectDepend:
does call exactly this method. The property’s effect disappears one layer further in: the
class that actually assembles a project’s compile and runtime classpath, LifecycleDependencyResolver
does not use that already-computed, correctly-ordered result at all. It discards it and in-
dependently re-derives the artifact set from the raw, unflattened dependency graph via
a second, separate utility method, RepositoryUtils.toArtifacts(), which is a short,
hand-written recursive traversal that is structurally always preorder and never reads any
configuration property. Figure traces this precisely: Maven Resolver and Maven
Core each implement “flatten this graph into a list” independently, in two different code
repositories, and only the configurable one is unused by a real build. This distinction
— not merely that the property is unreachable, but precisely which of two independent
graph-flattening implementations the build lifecycle actually uses, and why the correctly-
computed configurable result is computed and then discarded rather than never computed
at all — is not evident from Maven’s own documentation and is, to our knowledge, traced
here to exact source locations for the first time; the companion engineering dissertation
independently confirms the resulting behavior empirically, down to the literal argument

passed to the Java compiler.

10
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Why the Flattening Strategy Never Reaches the Compiler

Maven Resolver

Maven Core

DefaultRepositorySystem LifecycleDependencyResolver
resolveDependencies() resolveProjectArtifacts()
v Reads aether.system. X Ignores the already-
dependencyVisitor computed flattened result
Preorder / Postorder / RepositoryUtils.toArtifacts()
LevelOrder visitor applied, (hardcoded, always-preorder
per configuration recursive traversal)
discarded
Correctly-ordered result This is what the compiler,
is COMPUTED... Surefire, and every other
...but discarded, never used plugin actually receives

Two independent implementations of "flatten this graph into a list,"
in two different repositories -- only the configurable one goes unused.

RESULT: aether.system.dependencyVisitor never reaches a real Maven build.

Figure 1.3: Two independent implementations of “flatten this graph into a list,” in two different
repositories. Only the hardcoded one, on the right, ever reaches the compiler.

1.4 Maven’s Build Lifecycle

Maven organizes a build into a fixed sequence of phases (validate, compile, test,
package, verify, install, deploy), each of which binds zero or more plugin goals. De-
pendency resolution is not itself a single phase; it is triggered lazily, the first time a
phase needs a classpath (typically compile), and the resolved classpath is then reused
by later phases in the same build invocation. This matters for interpreting build-time
measurements in the companion dissertation: the cost of dependency collection and con-
flict resolution is paid once per build invocation, not once per phase, so comparing clean
package build times across resolver configurations (as the companion dissertation does)

directly reflects resolution cost rather than an artifact of which phases happened to run.

1.5 Software Supply-Chain Security

A software supply chain is the sequence of steps — source, dependencies, build,
packaging, distribution — that turns source code into a deployed artifact. A supply-
chain attack compromises one of these steps rather than the final target directly, so that

the compromise propagates to every downstream consumer without the attacker needing

11
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to breach each one individually. Table summarizes the three attack patterns that
recur most often in the literature and in real incidents, and that are directly relevant
to dependency resolution specifically — as opposed to the broader space of supply-chain

attacks (build-server compromise, source-repository tampering) that do not depend on

resolver behavior at all.

Table 1.3: Supply-chain attack patterns relevant to dependency resolution.

Pattern

Mechanism

Resolver dependency

Dependency confu-
sion

Compromised
maintainer / com-
promised transitive
dependency

Typosquatting

Attacker publishes a public
package at the same name
as an internal, privately-
hosted one, betting the re-
solver prefers the public
registry or the higher ver-
sion number.

Attacker gains publish ac-
cess to an already-trusted
package and pushes a re-
lease containing a backdoor
or a manipulated depen-
dency declaration.

Attacker publishes a pack-
age whose name closely re-
sembles a popular one, hop-
ing for an accidental, man-
ual install.

Directly mediated
by whichever
selection strategy
resolver uses.

version-
the

Directly mediated:
the attacker’s leverage
over which declaration
wins a  downstream
conflict is exactly the
mechanism this disserta-
tion studies.

Not resolver- mediated:
exploits human error in
dependency declaration,
not resolver conflict res-
olution.

1.5.1 Three Real Incidents, and a Distinction Worth Making

Precise

Three well-documented compromised-maintainer incidents establish that gaining pub-
lish access to an already-trusted package is a realistic, repeatedly demonstrated attacker
capability. In the 2018 event-stream [61] incident, an attacker was granted commit and
publish access to a popular npm package by its original maintainer, then introduced a
new dependency carrying obfuscated, encrypted malicious code that activated only inside
one specific downstream application. In the 2021 uva-parser-js [62] incident, an at-
tacker instead compromised the maintainer’s account credentials directly and published
versions containing a cryptocurrency miner and a credential-stealing trojan. In the 2024
xz-utils [63] incident, an account built social-engineering pressure over roughly two years
to earn co-maintainer status on a widely used compression library, then hid a backdoor

inside build-system metadata rather than in the reviewable source history itself.
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It would overstate the connection to claim that resolver-configuration diversity would
have prevented any of these three specific incidents: in all three, the malicious code
shipped as the only available release at its coordinate, with no competing, legitimate
version at a different point in the dependency graph for a resolver strategy to prefer in-
stead. The mechanism the companion engineering dissertation’s hijack simulation tests
is narrower, and, to our knowledge, not yet documented in a real, disclosed incident: an
attacker who compromises a transitive dependency and uses that foothold to declare a
fraudulent, inflated version of a separately-owned shared library, creating an artificial ver-
sion conflict that a resolver must then arbitrate. What the three incidents do establish,
and what motivates testing this narrower mechanism synthetically rather than waiting for
a real instance of it, is that gaining publish access to a trusted coordinate is a realistic ca-
pability real attackers have repeatedly demonstrated; whether that capability, redirected
specifically at a version conflict rather than a content compromise, is equally effective is

exactly the question the companion dissertation’s hijack simulation answers.

1.5.2 Integrity Frameworks

In response to these attack patterns, the ecosystem has produced several integrity

frameworks, introduced here and revisited critically in Section @

Software Bill of Materials (cro:sbomSoftware Bill of Materials ())
A machine-readable inventory of every component — direct and transitive — in a built
artifact, intended to let a consumer cross-reference it against vulnerability databases with-
out needing to re-derive the dependency graph themselves. The two dominant formats,
CycloneDX [60] and SPDX [68], both represent a flat or graph-structured component
list with associated metadata (license, hash, known-vulnerability references) but neither

format includes a field recording which resolver configuration produced the listed versions.

Supply-chain Levels for Software Artifacts (cro:slsaSupply-chain Levels for
Software Artifacts ()) A graduated framework [56] defining build-provenance
guarantees in four levels, from “the build process is documented and scripted” up to “the
build runs on a hardened, ephemeral, non-interactive platform whose output is crypto-
graphically signed and independently verifiable.” Each level adds requirements about the
build platform’s isolation and the tamper-evidence of its provenance record, but — like
SBOM formats — says nothing about whether an equally legitimate, differently configured

build of the same source would have produced the same provenance claim.

In-toto and Sigstore. In-toto [57] defines a framework for attesting to each step
of a supply chain, chaining cryptographic evidence from source to deployment. Sigstore
removes long-lived signing-key management as a prerequisite for adopting in-toto-style
attestation [58], using cro:oidcOpenID Connect ()—backed short-lived signing iden-
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tities (popularized by the cosign/fulcio/rekor toolchain) so that a build pipeline can

sign its own output without provisioning and protecting a permanent private key.

1.6 Conclusion

This chapter established the vocabulary the rest of the dissertation relies on: de-
pendency collection, conflict resolution, and flattening as three distinct steps a build
system performs, illustrated with a real diamond-conflict graph; a comparison showing
Maven’s single-winner design is one point in a wider design space, itself narrower than
the satisfiability-based resolvers some other ecosystems use; Maven Resolver’s specific,
newly-configurable implementation of conflict resolution, including a precise, source-level
account of why not every documented property reaches a real build; Maven’s build-lifecycle
context for interpreting resolution cost; and the supply-chain attack patterns and integrity
frameworks that give resolver behavior its security relevance, together with a careful dis-
tinction between what three real compromised-maintainer incidents actually demonstrate
and the narrower mechanism this dissertation’s companion study tests synthetically. The
next chapter surveys how the existing literature has studied each of these threads in

isolation, and identifies where they have not yet been studied together.
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Chapter 2

State of the Art

2.1 Introduction

The literature base used in this survey includes peer-reviewed work on package de-
pendency networks, dependency versioning, constraint solving, Maven build systems, re-

producibility, and software supply-chain security [4, 5, 6, 7, 8, 9, 10, 11, 12, [13].

This chapter surveys the literature across the four threads introduced in the General
Introduction and Chapter EI: build reproducibility (Section @), dependency-resolution
semantics and their security consequences (Section @), supply-chain integrity frameworks
(Section @), and build-configuration maintenance research (Section @) Section @ then
looks specifically at prior work on using diversity — building the same input multiple ways
and comparing outputs — as a verification or security mechanism, since this is the precise
idea the empirical study operationalizes for dependency resolution. Section @ synthesizes
the systemic limitations that emerge once these threads are read together, and Section

sketches how the field could evolve to close them.

2.2 Build Reproducibility

Empirical work on reproducibility and historical buildability also provides important
context for distinguishing reproducibility of a fixed configuration from variation intro-
duced by a deliberately changed build input [1, 2, B7, B8, 40, 41, 42, B9].

2.2.1 Definitions and Motivation

The Reproducible Builds project [59], and the parallel effort within Debian, established

the now-standard definition of reproducibility: given the same source and the same build
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instructions, an independent party should be able to produce a bit-for-bit identical binary

[1].

a vendor distributes, that binary is verifiably derived from the published source, closing

The motivation is trust: if a rebuild by an independent party matches the binary

the gap a compromised or coerced build server could otherwise exploit invisibly. This is
a narrower, and more mechanically checkable, guarantee than code review of the source

alone, since source review cannot detect a discrepancy introduced purely at build time.

2.2.2 A Taxonomy of Non-Determinism

The reproducible-builds literature and tooling converge on a short, well-characterized

list of non-determinism sources, summarized in Table El]

Table 2.1: Common sources of build non-determinism (reproducible-builds literature).

Source Example Typical fix
Embedded  times- Zip-entry modification Normalize to a fixed
tamps times; “build date” strings value derived from ver-

Filesystem iteration
order

Locale / timezone

Parallel-build non-
determinism

Absolute
paths

build

compiled into binaries.

Archiving files in the order
readdir () happens to re-
turn them.

Log messages or gener-
ated documentation whose
wording depends on the
build machine’s locale.
Output ordering that de-
pends on which of several
concurrently-running com-
piler invocations finishes
first.

Debug symbols or embed-
ded strings containing the
build machine’s absolute
filesystem path.

sion control last
commit date).
Sort file lists determinis-

tically before archiving.

(e.g.

Pin LC_ALL and TZ for
the build process.

Force deterministic out-
put ordering downstream
of parallel execution.

Use relative or normal-
ized paths throughout
the build.

Each of these has a largely mechanical fix once identified, and the Reproducible Builds
project’s own tooling (diffoscope [66] for recursive artifact comparison, disorderfs for
filesystem-order fuzzing, faketime for timestamp control) is built specifically around de-
tecting and eliminating them. reprotest [67] automates the natural verification template
these tools support: rebuild a project multiple times while deliberately varying one envi-
ronmental condition at a time, and compare the results. Maven’s own project.build.outputTimestamj
property, used throughout the companion engineering dissertation’s methodology, is a di-
rect product of this line of work, standardized as part of Maven’s broader adoption of

reproducible-build practices.
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2.2.3 What This Literature Does Not Address

What the taxonomy in Table Ell does not include is non-determinism introduced
by the dependency resolver itself choosing a different, but individually well-defined and
individually deterministic, dependency version. A rebuild that pins every timestamp,
sorts every file list, and fixes locale and timezone can still legitimately produce a different
artifact if the resolver, run twice with two different (but individually deterministic) con-
figurations, selects a different dependency version. This is not incidental non-determinism
to be eliminated by better normalization — each individual build is reproducible in the
standard sense, twice with the same configuration — it is a genuine, by-design difference
in build input that reproducible-builds verification methodology, which reports a single

ok/ko outcome per project, is not designed to distinguish from ordinary non-determinism.

2.2.4 The Reproducible Central Corpus and AROMA

The dataset this ambiguity affects is public and substantial: Reproducible Central [69]
tracks, for several hundred real Java projects, a verified record of whether an independent
rebuild reproduces a released artifact, together with the exact build command and JDK
version used, encoded per-project in machine-readable .buildspec/.buildcompare file
pairs. This corpus’s selection methodology — filtering to Maven-built projects with a ver-
ified reproducibility record — is reused directly as the project-corpus selection procedure
for the empirical study in the companion dissertation, precisely because a pre-verified
reproducibility record rules out ordinary build flakiness as a confound before resolver-

strategy comparison even begins.

The most directly relevant recent use of this corpus is AROMA [2], which automates
recovering a Maven project’s source repository, release tag, and JDK version directly from
release metadata, generating the same kind of .buildspec record Reproducible Central
otherwise curates by hand, and reports up to 99.5% field-by-field agreement against that
manually curated data — in some cases identifying errors, such as broken repository links,
in the manual record itself. The companion engineering dissertation uses the same corpus
AROMA'’s evaluation draws on, but asks a different question of it. AROMA’s goal is re-
constructing, and automating the reproduction of, one specific, already-known-good build
configuration for a given release. The companion dissertation’s goal is the converse: hold-
ing the source tree and build environment fixed, and asking whether varying resolver con-
figuration within the same build produces a different, still-legitimate result. The two are
complementary rather than competing: an ecosystem that adopted AROMA’s approach
to automate reproducibility verification at scale would still benefit from the compan-

ion dissertation’s finding, since AROMA’s methodology reproduces a single configuration
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faithfully but does not itself ask whether an equally legitimate alternative configuration

would have produced a materially different, and possibly security-relevant, output.

2.3 Dependency Resolution and Version-Conflict Se-

mantics

Empirical dependency research has examined dependency conflicts, version constraints,
technical lag, update practices, dependency bloat, and Maven dependency graphs across
multiple ecosystems [[15, [16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, B0, B1, 53].

2.3.1 Dependency Confusion as an Empirical Phenomenon

A smaller, more incident-driven body of work looks specifically at how package man-
agers resolve version conflicts and what happens when that resolution is manipulated. The
canonical example is dependency confusion, first demonstrated at scale against several
large technology companies’ internal package namespaces [b4]. The attacker’s contribu-
tion was not a novel resolver exploit in the technical sense; it was the empirical observation
that several ecosystems’ default resolution behavior — prefer the public registry, or prefer
the higher version number — could be relied upon as a working attack primitive across
many organizations simultaneously, without needing to compromise anything beyond reg-
istering a public package at a predictable coordinate. Subsequent academic and industry
work has characterized the scale of this exposure across registries (npm, PyPI, RubyGems)
via large-scale scanning of internal-looking package names, but this line of work generally
treats the resolver as a fixed oracle whose default behavior is measured, rather than as
a variable whose configuration could itself be changed as a mitigation and evaluated as

such.

2.3.2 Three Real Incidents

Table @ summarizes three well-documented compromised-maintainer incidents against
this same backdrop, and the distinction Section m already draws between what they
demonstrate and the narrower, version-conflict-specific mechanism the companion disser-

tation’s hijack simulation tests.
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Table 2.2: Three real compromised-maintainer incidents versus the companion dissertation’s
version-conflict threat model.

Incident Year Access mechanism  Relevance to resolver strategy

event-stream 2018 Granted com- None directly — malicious code
mit/publish access shipped as the only available re-
via social engineer- lease; establishes attacker capa-
ing bility, not the specific mecha-

nism tested here

ua-parser-js 2021 Stolen maintainer None directly — same reasoning
account credentials as event-stream

xz-utils 2024 Earned co- None directly — backdoor hid-
maintainer status den in build metadata, not a
over ~2 years version conflict

Companion — Synthetic: compro- Direct and central — the en-

dissertation’s mised transitive de- tire mechanism is a resolver-

simulation pendency arbitrated version conflict

2.3.3 The Specific Gap in Maven-Focused Work

Maven’s own resolver has been the subject of comparatively little targeted academic
attention, in part because, prior to Resolver 2.x, its conflict-resolution behavior was not
configurable and therefore not a variable an empirical study could manipulate at all
— there was only one behavior to measure. Community documentation, mailing-list
discussions, and issue trackers record the nearest-wins default and its declaration-order
tie-break as long-standing, well-known behavior, but we found no peer-reviewed study
that empirically measures, across a large real-world corpus, how frequently nearest-wins
and highest-wins resolution actually diverge once both are legitimately configurable, nor
one that traces a divergence to a specific dependency and verifies whether it survives into
compiled bytecode as opposed to remaining a tree-level artifact. This is precisely the
empirical gap the companion engineering dissertation closes, reporting a 46% divergence

rate across 359 real projects.

2.3.4 Resolution Algorithms Beyond Maven

It is worth situating Maven’s algorithm relative to resolution research outside the Java
ecosystem, to make clear that “nearest-wins versus highest-wins” is not an idiosyncratic
detail unique to one tool but an instance of a general algorithmic choice every non-
coexistence-based package manager must make. Backtracking, SAT-based resolvers [4]
(used, in different forms, by modern pip and by Dart’s pub, and documented for Gradle’s
own dependency resolution model in its user manual [65]) reformulate dependency resolu-

tion as a constraint-satisfaction problem: rather than a single deterministic traversal rule,
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they search the space of possible version assignments for one that satisfies every declared
constraint, failing loudly when no such assignment exists rather than silently picking a
winner. This class of resolver is not configurable in the same sense Maven Resolver 2.x is
— there is no analogous “nearest versus highest” switch — because the algorithm’s job is
to find a valid assignment, not to arbitrate between several already-valid but conflicting

ones the way Maven’s traversal-order-based algorithm does.

2.4 Supply-Chain Integrity Frameworks

Peer-reviewed security research complements the framework documentation by char-
acterizing dependency exposure, outdated libraries, malicious packages, and open-source
supply-chain attack patterns [45, 16, 47, U8, 49, 50, b1, b2, 44, U3].

Table @ summarizes what each of the three major integrity frameworks introduced
in Section [.5 records, and what none of them records.

Table 2.3: What each supply-chain integrity framework records, and what it does not.

Framework What it records What it does not record
SBOM (SPDX, The final, resolved list of com- Why that specific version
CycloneDX) ponents and versions that ended won over any competing
up in a build candidate; the resolver con-
figuration used
SLSA  prove- The build platform, the build The internal conflict-
nance steps, cryptographic hashes of resolution logic the build
inputs and outputs, whether the tool applied while assem-
build was hermetic and repro- bling those inputs
ducible
in-toto A signed, verifiable chain of cus- Whether an alternative,
tody across each step of a multi- equally legitimate resolver
party supply chain (who did configuration at any step
what, in what order) would have selected differ-
ent inputs
Sigstore Cryptographic proof of who Nothing about how the

signed an artifact and that it has
not been altered since

artifact’s own dependency
graph was resolved before
signing

2.4.1 SBOMs

A , standardized through formats such as CycloneDX and SPDX, is a struc-

tured inventory of every component — direct and transitive — in a built artifact. In

principle, an SBOM lets a consumer answer “does this deployed artifact contain a known-

20



State of the Art

vulnerable version of library X” without needing to re-derive the dependency graph them-
selves. In practice, an SBOM is only as accurate as the tooling that generated it, and that
tooling almost always means running the project’s own build system (or a component-
scanning tool layered on top of it) once, under whatever resolver configuration that specific

invocation happens to use.

2.4.2 SLSA

formalizes provenance guarantees in four graduated levels, moving from “the
build process is documented” to “the build runs on a hardened, ephemeral platform whose
output is signed and independently verifiable.” Each level adds requirements about the
build platform’s isolation, non-interactivity, and the tamper-evidence of the resulting
provenance record, but — notably for this dissertation’s argument — no SLSA level
requires recording which resolver configuration was used to produce a given build, nor
does any level require that an alternative, equally legitimate resolver configuration would

have produced a consistent (or at least explicably different) result.

2.4.3 In-toto and Sigstore

In-toto defines a framework for attesting to each step of a supply chain, and Sigstore
removes long-lived signing-key management as a prerequisite for adopting it via —
backed short-lived signing identities. Both frameworks strengthen the chain of custody
around a build’s output — who ran it, on what platform, and whether the resulting
artifact has been tampered with after the fact — without strengthening any claim about
the build’s internal determinism relative to an alternative, equally legitimate configuration

of the same tool.

2.4.4 A Structural Assumption Common to All Three

Reading SBOMs, SLSA, and in-toto/Sigstore together surfaces a structural assump-
tion that recurs across all three: each treats the dependency- resolution step that produced
a given SBOM or provenance attestation as a single, fixed, effectively deterministic func-
tion of the source tree. None of the three frameworks records which resolver configuration
produced a given SBOM or attestation, and none requires cross-checking it against an
alternative configuration. This is precisely the assumption the empirical study probes: if
resolver strategy can change which dependency version is selected — which Section @
establishes is plausible but had not, prior to the companion dissertation, been measured

at scale — then an SBOM or a SLSA attestation is only as trustworthy as the specific
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resolver configuration that generated it, a caveat none of these frameworks currently sur-

faces to a consumer.

2.5 Build-Configuration Maintenance Research

The build-maintenance literature further establishes that build specifications, depen-
dency changes, and build failures are recurring empirical phenomena rather than purely
implementation details [32, B3, B4, B5, B6].

A separate empirical literature studies Maven and Gradle build configuration itself
as a maintenance artifact, rather than as a resolver-diversity signal. Build specifications
require real, recurring maintenance effort, unevenly distributed across the build lifecy-
cle [B2]; the changes developers make to build files fall into a rich, classifiable taxonomy
rather than being uniformly minor [33]; a meaningful fraction of build failures are specif-
ically dependency-related and can, in some cases, be repaired automatically by pattern-
matching against how similar failures were fixed historically in the same project [34, B5].
This literature treats resolver behavior as a fixed, given part of the build tool rather
than as a variable to compare across; it studies how build configuration changes over
time, not whether varying the resolver’s own configuration at a single point in time pro-
duces a security-relevant signal, which is the question this dissertation and its companion
pursue instead. The two threads are complementary: a mature account of how build
configuration evolves and breaks would make an even stronger case for recording resolver
configuration explicitly, per the recommendation in Chapter , since it establishes that

build behavior is already known to drift for reasons unrelated to source-code changes.

2.6 Diversity as a Verification and Security Mecha-

nism

2.6.1 N-Version Programming

The idea of deliberately producing several independent versions of the same com-
putation and comparing them for agreement predates software supply-chain security
by decades. N-version programming [3], originating in fault-tolerant systems research,
proposed building several independently-implemented versions of the same specification
(ideally by separate teams, to minimize correlated mistakes) and voting on their out-
puts at runtime, as a defense against faults specific to one implementation — a guar-

antee about fault tolerance, not security, but built on the same underlying logical move
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resolver-configuration diversity makes: independent agreement is evidence of correctness;
independent disagreement is itself informative. The move is narrowed here from whole

reimplementations to a single configuration switch within one implementation.

2.6.2 Diverse Double-Compiling

Closer to the present problem, Diverse Double-Compiling [b5] addressed a specific
instance of the general verification question this dissertation is concerned with: given a
compiler binary and its claimed source code, how can an independent party verify that
the binary was really produced from that source, without a compromised compiler being
able to hide a self-propagating backdoor (Thompson’s classic “trusting trust” attack)
from the check? Wheeler’s answer was to recompile the compiler’s source using a second,
independently-sourced compiler and compare outputs — diversity of build tool, rather
than diversity of build configuration, but the same underlying logical structure: if two
independently-arrived-at builds of the same input agree, that agreement is evidence, not

proof, of integrity; if they disagree, the disagreement is itself the signal worth investigating.

2.6.3 Resolver-Configuration Diversity as a Direct Descendant

Resolver-configuration diversity, as operationalized in the companion dissertation, is a
direct descendant of this idea, narrowed to a single, specific, and previously unstudied axis:
not a different compiler, and not a different machine, but a different (equally standard,
equally legitimate) dependency-resolution strategy applied to the identical source tree.
Table @ situates it relative to its two ancestors.

Table 2.4: Resolver-configuration diversity relative to prior diversity-based verification tech-
niques.

Technique What varies What must agree Cost

N-version pro- Independent imple- Runtime output, Very high: full

gramming mentations (ideally voted at execution reimplementation
separate teams) time

Diverse  Double- Compiler binary (in- Compiled output of Moderate: a sec-

Compiling dependently sourced) the compiler’s own ond, trusted com-

source piler must exist

Resolver- A single resolver con- Resolved dependency Low: re-run an ex-

configuration figuration property, version / build out- isting build with a

diversity (this same tool put different flag

work)

To our knowledge, no prior published work has proposed or measured this specific

mechanism, though its logical ancestry in N-version programming and Diverse Double-
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Compiling is direct enough that we treat it as an application of an established idea to a

previously unexamined variable, rather than as an entirely novel verification principle.

2.7 Systemic Limitations and Open Challenges

Reading the four threads above together surfaces a coherent, cross-cutting gap rather

than four unrelated ones.

« Reproducibility research treats resolver output as a black box. It asks
whether a build is reproducible, not whether the resolution step specifically is a
source of legitimate, by-design divergence distinct from the non-determinism its
own methodology (Table El!) targets.

* Resolution-semantics research treats the resolver as fixed. Dependency-
confusion literature documents how default resolver behavior can be weaponized,
but does not evaluate configuring the resolver differently as a countermeasure, nor

measure how often legitimate configurations already disagree on real projects.

e Supply-chain frameworks treat resolution as deterministic. SBOMs and
SLSA attestations are generated once, by whatever resolver configuration a given
pipeline happens to run, with no mechanism to record that choice or to cross-check

it against an alternative.

o Similarly, empirical build-maintenance research abstracts dependency
resolution as a static primitive, omitting resolver policy variance as an
independent variable. It documents that build behavior drifts and requires main-
tenance, without treating resolver-configuration diversity as one of the axes worth

measuring.

o The diversity principle exists but has not been applied here. N-version pro-
gramming and Diverse Double-Compiling establish that comparing independently-
produced outputs is a valid verification strategy, but neither the literature nor prac-
tice has applied it to resolver configuration specifically, at the scale needed to know

whether the resulting signal is common enough, and clean enough, to be useful.

Two further, more practical gaps compound these. First, essentially no public dataset
exists that records, for a large number of real projects, build outputs under multiple re-
solver configurations side by side — the Reproducible Central corpus records a single
verified rebuild per project, not a matrix of configurations. Second, no published method-

ology exists for distinguishing a resolver-driven divergence from ordinary non-determinism
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(embedded metadata, timestamps) at scale, which is a prerequisite for any of the above
gaps to be closed empirically rather than anecdotally — the companion dissertation’s own
metadata-normalization methodology (developed after an initial naive comparison proved
unusable) is a direct, first-hand illustration of how non-trivial this prerequisite turns out

to be in practice.

2.8 A Vision of the Domain’s Evolution

If the gap identified above is closed — which is precisely what the companion engineer-
ing dissertation sets out to do — three developments plausibly follow. First, supply-chain
integrity frameworks could extend SBOM and SLSA provenance records with a resolver-
configuration field, letting a consumer request or verify a second, differently-configured
build as a cheap corroborating check, analogous to how Diverse Double-Compiling corrob-
orates a compiler binary. Second, build tools beyond Maven could follow Resolver 2.x’s
lead in exposing previously hard-coded conflict-resolution behavior as configuration, since
doing so is a prerequisite for this entire class of diversity check to exist at all in a given
ecosystem. Third, and most speculatively, package registries could begin publishing,
alongside a release, the resolved dependency version it would receive under more than
one resolution strategy, shifting part of the verification burden from the consumer’s build
pipeline to the registry itself. None of these developments is guaranteed to follow from a
positive empirical result; they are offered here as directions the field could plausibly take,

not as predictions.

2.9 Conclusion

This chapter has shown that build reproducibility, dependency-resolution semantics,
supply-chain integrity frameworks, and build-configuration maintenance research are four
separately mature research threads that have not yet been read together against a single,
concrete, newly-measurable variable: Maven Resolver 2.x’s exposed collector and version-
selector configuration. The diversity principle that would let us treat that variable as a
verification and security signal is well established in an adjacent literature but has not
been applied to it. The next chapter discusses the trade-offs this gap raises and positions

the empirical study explicitly against it.
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Chapter 3

Discussion and Critical Perspective

3.1 Introduction

This chapter steps back from the literature survey to discuss the trade-offs it exposes,
positions the empirical study explicitly against the gap identified in Section @, and offers
recommendations for how the frameworks surveyed in Section @ could evolve to account

for resolver diversity.

3.2 Depth of Analysis versus Practical Adoption

3.2.1 The General Trade-off

A recurring tension in the reproducible-builds and supply-chain-security literatures is
between analytical depth and practical cost. Full bit-for-bit reproducibility verification, or
a complete SLSA level 4 pipeline, gives the strongest guarantee but requires infrastructure
most projects do not have: hardened, ephemeral build platforms; signing-key or
identity management; and, for reproducibility specifically, a second independent party
willing and able to perform the verification rebuild. In contrast, resolver diversity checking
imposes minimal operational overhead, requiring only alternate configuration parameter
execution within existing CI/CD pipelines. It does not inherently require new identity or
key-management infrastructure, nor an independent verification party, because the same

pipeline can execute the comparison locally.
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3.2.2 Why Cheapness Matters for Adoption

This asymmetry is worth dwelling on because adoption, not theoretical strength, is
usually the binding constraint on whether a security technique has any real-world effect.
A technique that is maximally rigorous but requires infrastructure investment reaches
only the organizations that can afford that investment — typically large, already well-
resourced ones, which are not the organizations dependency- confusion and typosquatting
attacks (Table ll}) most often target in practice, since smaller projects and organizations
are disproportionately represented among victims precisely because they lack this kind
of infrastructure. A technique that is both cheap and only partially effective is, from
an ecosystem-wide risk-reduction standpoint, plausibly more valuable than one that is
maximally effective but reaches only well-resourced adopters. This is the practical case,
independent of its novelty as a research question, for measuring whether resolver diversity

produces a usable signal at all.

3.3 Resolver Diversity as a Complement, Not a Re-

placement

It is important to be precise about what resolver diversity can and cannot claim to
provide, relative to the frameworks in Section @ SLSA provenance and SBOMs attest
to what was built and how; resolver diversity, at best, offers a cheap, local signal about
whether an alternative, equally legitimate resolution of the same source tree would have
produced a different result. 1t cannot replace cryptographic attestation — it proves noth-
ing to a third party who does not trust the pipeline running the comparison, since there
is no signature or external witness involved — and it says nothing about a compromise
that does not manifest as a version-conflict outcome (a backdoor injected directly into a
compromised package’s own code, rather than mediated through a manipulated depen-
dency declaration, would not be caught by this technique at all — as Section ’s three
real incidents illustrate directly). Its value, if the empirical study confirms it has any, is
narrow and specific: cases where an attacker’s leverage is mediated by resolver version-

selection behavior, which is exactly the mechanism dependency-confusion attacks rely on

(Table [L.3).
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3.4 Trustworthiness of Industrial versus Academic Ap-

proaches

3.4.1 Industrial Tools

Industrial supply-chain tooling (dependency scanners, SBOM generators, registry-
side abuse detection) is typically evaluated by its vendor against its own detection rate
on a proprietary or semi-public benchmark, optimizes heavily for low false-positive rates
(since a security tool that interrupts every build with false alarms is quickly disabled

by its users), and is usually a black box whose internal resolution assumptions are not

published.

3.4.2 Academic Tools and This Study’s Position

Academic work, including the empirical study developed in the companion disser-
tation, optimizes differently: for a precisely stated, falsifiable claim (here, a measured
divergence rate and a measured hijack-detection outcome, both reported with their exact
denominators and with the methodology that produced them fully disclosed), rather than
for production-readiness or a polished false-positive rate. This is a genuine trade-off, not
merely a difference in maturity: the companion dissertation’s own methodology chapter
documents, in detail, engineering problems (a stdin-sharing bug that silently dropped
roughly half a project list; a batching bug that corrupted result rows) that a mature
industrial tool would very likely have already encountered and fixed silently, without a
corresponding published record of what was wrong or why. This transparency is itself
a research contribution distinct from the headline results, since it lets a future study
or tool avoid re-discovering the same pitfalls independently — a discipline the build-
configuration-maintenance literature (Section @) suggests is broadly under-documented

across the ecosystem, not merely in this one study.

3.4.3 Bridging the Gap

The most productive relationship between the two traditions, in this specific case, is
sequential rather than competing: an academic study measures whether a signal exists
and is frequent enough to matter (this dissertation’s contribution), and, if it is, industrial
tooling is better positioned to productionize it robustly, at the false-positive rate and
integration ergonomics real adoption requires. This dissertation and its companion make

the first claim; whether the second follows is future work, not a claim made here.
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3.5 Threats to the Validity of a Purely Literature-
Based Argument

Because this dissertation is a state-of-the-art survey, its central claim — that resolver
diversity is an underexplored but promising signal — is necessarily an argument from
absence: we did not find prior work measuring it, which is weaker evidence than prior
work having tried and failed. Three considerations temper this. First, the underlying
mechanism (Resolver 2.x’s configurable strategies) is recent enough, tied to Maven 4’s
release, that the absence of prior study is at least partly explained by novelty rather
than by the idea having been tried and found unfruitful. Second, the adjacent diversity
literature (Section @) gives the idea a plausible theoretical basis rather than treating it
as speculative. Third, and most importantly, the companion engineering dissertation does
not rest on this literature-based argument alone: it tests the claim directly, on 572 real
projects and through a controlled dependency-hijack simulation, and reports the actual

divergence rate and the actual detection outcome rather than an assumed one.

3.5.1 Security Trade-offs of Conflict-Resolution Strategies

Resolver diversity should not be interpreted as evidence that one conflict-resolution
strategy is universally safer than another. Nearest-wins can reduce exposure to attacks
that exploit artificially inflated versions because a higher version located deeper in the
dependency graph does not automatically override a nearer declaration. However, the
same property can produce an opposite security effect when a nearer dependency specifies
an older vulnerable version while a deeper transitive path provides a patched release.
In such cases, nearest-wins can suppress the patched version and preserve vulnerability
exposure. This creates a form of vulnerability shadowing: the resolution policy determines
not only which version satisfies the graph, but also which security update becomes effective

in the final classpath.

The trade-off is consistent with the dependency-maintenance literature, which shows
that projects often retain outdated dependencies and that security-fix adoption can lag
substantially behind release. In this setting, a resolver policy that favors graph prox-
imity may preserve a vulnerable nearer version even when a patched transitive version
is available [16, [18, 21]. Conversely, a policy that favors the highest compatible version
can expose a build to version-inflation or compatibility risks when a deeper dependency

introduces a newer release than the root project intended [29, 4, b].

Accordingly, the security value of a resolver strategy is threat-dependent. Rather

than prescribing nearest-wins as a universal security default, build tools should make
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the selected resolution policy explicit, record it as part of build provenance, and provide
checks that flag when the selected version is older, known vulnerable, or materially less
secure than an available compatible alternative. A practical policy may therefore combine
the resolver’s normal selection rule with vulnerability-aware validation, so that conflict

resolution and security assessment remain distinct but coordinated decisions.

3.6 Recommendations for Future Frameworks

Drawing the discussion above together, we offer four concrete recommendations,
aimed at the maintainers of the frameworks surveyed in Section @ and at future re-

searchers extending this line of work.

Record the resolver configuration. SBOM formats and SLSA provenance schemas
should add an optional field recording the exact resolver configuration (collector
algorithm, version-selection strategy, and tool version) used to produce a given build,
at negligible schema cost, enabling exactly the kind of cross-check this dissertation

argues is currently invisible to consumers of those artifacts.

Treat resolver-configurability as a security property, not merely a build-engineering conv
Build-tool maintainers considering whether to expose previously hard-coded res-
olution behavior as configuration (as Maven 4 did) should weigh the diversity-
verification use case documented here alongside the more conventional flexibility

and performance motivations that typically drive such changes.

Evaluate resolution strategies as security trade-offs, not as universal defaults.
Resolver diversity should not be interpreted as evidence that one conflict-resolution
strategy is universally safer than another. Nearest-wins can reduce exposure to
attacks that exploit artificially inflated versions because a higher version located
deeper in the dependency graph does not automatically override a nearer declara-
tion. However, the same property can produce an opposite security effect when
a nearer dependency specifies an older vulnerable version while a deeper transi-
tive path provides a patched release. In such cases, nearest-wins can suppress the
patched version and preserve vulnerability exposure. This creates a form of vulner-
ability shadowing: the resolution policy determines not only which version satisfies
the graph, but also which security update becomes effective in the final classpath.
The security value of a strategy is therefore threat-dependent. Build tools should
make the selected policy explicit, record it as part of build provenance, and pro-
vide checks that flag when the selected version is older or associated with a known

vulnerability than an available compatible alternative.
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Extend diversity checking beyond resolver configuration. The companion disser-
tation’s own evaluation identifies POM declaration order as a factor resolver-configuration
diversity alone does not cover; future tooling implementing this idea should treat

the specific dimensions varied here as a starting point, not a complete list.

3.7 Conclusion

The literature makes a coherent case that resolver-configuration diversity sits at an
intersection — of reproducibility research, resolution- semantics research, supply-chain
integrity frameworks, and build- configuration maintenance research — that no single ex-
isting thread fully covers, that the general principle of comparing diverse, independently-
produced outputs is well established enough to motivate testing it here specifically, and
that its low cost relative to existing integrity frameworks is itself a reason to test it
rather than dismiss it as redundant with more rigorous techniques. Whether the signal
this produces is frequent enough, and clean enough, to be practically useful is an em-
pirical question the literature alone cannot answer. The General Conclusion summarizes
this dissertation’s contribution and hands off to the engineering dissertation, where that

empirical question is answered.
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This dissertation surveyed four research threads — build reproducibility, dependency-
resolution semantics, software supply-chain integrity frameworks, and build-configuration
maintenance research — and showed that, read together, they leave a specific, concrete
gap: Maven Resolver 2.x’s newly-configurable collector and version-selector strategies are
a variable no existing study has measured at scale, despite sitting exactly at the point
where all four threads overlap. Chapter 1 showed that Maven’s single-winner conflict-
resolution design is a deliberate point in a wider space of ecosystem choices, and that
Resolver 2.x’s three configurable dimensions are not uniformly meaningful: one of the
three, traced here to exact source locations in Maven Resolver and Maven Core rather
than merely observed as ineffective, is computed correctly by the resolver library and
then silently discarded by a second, independent, hardcoded implementation inside Maven
Core, so it never reaches a real build regardless of how it is configured. Chapter 2 showed
that the reproducible-builds literature treats resolver output as an opaque part of the build
it verifies rather than as a distinct source of legitimate divergence; that the dependency-
confusion literature treats the resolver’s default behavior as a fixed attack surface rather
than a configurable one; that supply-chain integrity frameworks assume resolution is de-
terministic without recording or cross-checking the configuration that produced a given
attestation; and that the adjacent build-configuration-maintenance literature, while es-
tablishing that build behavior already drifts for reasons unrelated to source code, has not
itself treated resolver configuration as a variable worth measuring. The general principle
needed to close this gap — comparing independently-produced, diverse outputs of the
same computation as a verification signal — is well established in the N-version program-
ming and Diverse Double-Compiling literature, but has not previously been applied to
dependency-resolver configuration. Chapter 3 argued that this gap is worth closing specif-
ically because the technique it points to is unusually cheap relative to the infrastructure
existing integrity frameworks require, and closed with concrete recommendations for how

those frameworks could record and expose resolver-configuration choice.
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From Literature to Evidence

This dissertation’s claim — that resolver diversity is an underexplored but theoreti-
cally well-motivated signal — is, by construction, an argument from the literature’s silence
rather than from a measurement. That silence is informative because the resolver mech-
anism examined here became configurable only recently, but it is not, by itself, evidence
that the signal is frequent, stable, or operationally useful. These properties therefore re-
main empirical questions for the companion engineering study and for future replication
work. This dissertation deliberately does not present the companion study’s measure-

ments as evidence generated by the present survey.

Threats to the Validity of a Purely Literature-Based

Argument

Because this dissertation is a state-of-the-art survey, its central claim is necessarily
an argument from absence: we did not find prior work measuring resolver-configuration
diversity, which is weaker evidence than prior work having tried and failed. Chapter 3
tempers this in three ways — the underlying mechanism’s novelty, the plausible theoreti-
cal basis the adjacent diversity literature provides, and the explicit separation between the
literature-based contribution of this dissertation and the empirical evaluation conducted in
the companion engineering study. A further, narrower limitation specific to this disserta-
tion is that our search of the literature, while systematic across the four threads identified
above, was not a formal systematic literature review with a pre-registered search protocol;
it is possible that a narrow, unindexed, or very recent piece of work measuring this exact

variable exists and was not located.

Handoff

Where this dissertation asks whether the literature has already answered these ques-
tions, the companion engineering dissertation asks what the data shows. Its experimental
results are outside the evidentiary scope of this survey and are therefore not treated here
as findings of the present dissertation. The appropriate role of the companion study is to
test, on real projects, whether the gap identified by this literature review corresponds to

a measurable and practically useful phenomenon.
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Future Work

Beyond the concrete recommendations already made to framework maintainers in
Chapter 3, four directions follow from the gap this dissertation identifies and the com-
panion engineering dissertation’s empirical findings, aimed at future researchers rather

than at tool maintainers.

o Extend diversity checking to other build ecosystems. This dissertation and
its companion restrict themselves, deliberately, to Apache Maven, the only widely
deployed build tool whose conflict-resolution behavior is configurable enough to
make the experiment possible at all. Gradle, npm, and pip each implement their
own, differently-structured conflict-resolution defaults; whether the general pattern
observed here — one dimension of resolver behavior mattering for build output and
security, others not — is specific to Maven Resolver’s particular design or a more
general property of how conflict-resolution algorithms tend to be structured is an
open question this dissertation’s method, but not its data, could be extended to

answer.

e Test deeper, multi-hop compromise chains. The companion dissertation’s
hijack simulation models a single-hop compromise: an attacker one edge away from
the shared, contested dependency. Real supply-chain compromises can in principle
propagate through longer chains of transitive trust; whether resolver-strategy choice
remains as decisive a factor at two or more hops of separation, or whether its

protective effect weakens with distance from the root project, is untested here.

o Establish whether POM-order manipulation is attacker-exploitable. The
companion dissertation’s evaluation identifies POM declaration order, not resolver
configuration, as the actual determinant of split-package class-shadowing outcomes,
but the experiment demonstrating this edited the root project’s own POM directly.
Whether an attacker who has compromised only an intermediate dependency, one
the root project declares directly but which itself declares further dependencies, can
influence that ordering without root-level access remains an open, untested question,
and the answer determines whether this finding is a second confirmed attack vector

or merely a technical curiosity about how Maven resolves same-named classes.

« Standardize resolver-configuration recording in SBOM and SLSA meta-
data. Chapter 3 already recommends this to framework maintainers as a mat-
ter of practice; the corresponding research question is whether such a field, once
standardized, actually changes detection outcomes in the field — that is, whether

consumers who cross-check recorded resolver configuration against an independent
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rebuild catch anything in practice that they would otherwise have missed, which
would require a follow-up study of real, deployed pipelines rather than the controlled

corpus used here.
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Appendix A

Glossary of Terms

This appendix collects the domain-specific terms used throughout this dissertation
that are not already covered by the List of Abbreviations. Terms are defined once here

rather than re-explained at each use in the body chapters.

Collector The dependency-graph traversal algorithm used during Maven’s collection
phase (recursively discovering the dependency graph from each project’s manifest),
configured via aether.dependencyCollector.impl. Maven Resolver 2.x exposes
it as depth-first (df) or breadth-first (bf).

Version-selector strategy The policy Maven Resolver uses to pick exactly one winning
version when the dependency graph reaches the same artifact coordinate via multiple
paths, configured via aether.conflictResolver.versionSelector.selectionStrategy:
either nearest (the declaration closest to the root project wins) or highest (the

numerically highest version wins).

Visiting (graph-flattening) strategy The order in which a resolved dependency graph
is traversed to produce the final, ordered classpath, configured via aether.system.dependencyVis
(preOrder, postOrder, or levelOrder). Traced in Section @ to two independent
implementations inside Maven Resolver and Maven Core, only one of which a real

build actually uses.

outputTimestamp The Maven property (project.build.outputTimestamp) that pins
a build’s embedded timestamps to a fixed value, following standard reproducible-
builds practice, so that ordinary build-to-build timestamp non-determinism cannot

masquerade as resolver-driven divergence.

Split-package collision A situation in which two separate dependencies each define
a class with the same fully-qualified name; whichever class is placed first on the

resolved classpath silently shadows the other at runtime.
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Dependency confusion An attack technique in which an attacker registers a malicious
package under a coordinate a resolver is likely to prefer (typically a public registry, or
a higher version number), without needing to compromise the legitimate package’s

own publish access.

Resolver diversity The primitive this dissertation surveys and the companion engineer-
ing dissertation measures empirically: deliberately building the same source tree
under multiple, independently legitimate resolver configurations and comparing the

outputs, as a signal for both measuring reproducibility and detecting tampering.

Reproducible Central A dataset recording, for several hundred real Java projects, a
verified independent-rebuild outcome together with the exact build command and
JDK used to achieve it. The source of the project corpus used in the companion

engineering dissertation.

Diamond conflict A dependency-graph shape in which two independent paths from the
root project reach the same coordinate, at the same depth, declaring different ver-
sions — the specific shape required for nearest-wins and highest-wins resolution

to genuinely disagree on an outcome.
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